Pl Option Overview

The tool set is based around 10 years of active development and distribution - first to intelligence agencies, then military Intel
agencies, and later to law enforcement, internationally.

The following list shows the general descriptions of the tool’s capabilities at a top level of comparison. Several hundred unique and
fast operations are contained within the codebase. The application itself is written in 4 different programming languages, fitted
together under a 100% managed Dotnet Studio 2005/2008 codebase. Many of the components used in the making of the tool have
no commercial counterparts either in commercial forensics tools or closed shop Intel tools.

There are 5 tool-specific development areas, not existing in any computer forensics or investigative tool:
The first is the ability for the user to integrate 100% compliant programming languages into the application base.

Below you can see screenshots of the code generation editor. Itis 100% Dotnet C# and VB.net compliant and allows, for the first time
in any toolset, the ability for the user to have 100% management of the resources programmatically, and also, for the first time, to use
the application base as an extensible programming environment all on its own. Using this tool alone, there is no longer a need in
forensics to own another programming environment for any tasks, much less common ones. It is also designed to allow integration
of the key build components within the tool chain so that purchases of outside Net Controls or DB engines (like the built-in Microsoft
SQL Server 2008 64 bit engine) can be avoided as long as the user stays within the application base. The user would have little or no
reason to ever step outside that base in normal forensics challenges.
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For the first time in any forensics toolset, there is also the integration of an analytics package of functions and globalization artificial
intelligence derivatives, which bring computer forensics to the forefront of its investigative abilities.

Below is a “Cloud” analytics view, which makes simple work of word relationships from tens of millions of indexed words in single or
multiple-analyzed computer systems. Here, you see the word relationships elevating themselves through mathematics into human
recognizable and visible keys as to their frequencies and relationships within the digital data band examined.
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The third area, only existing in this tool set, is the Lead Analysis integration. No other tools have these designed and integrated
analytics tools at any level, much less at such a clear functioning level to show evidence relationships among all of the data subjects
of the entire digital data being processed.

This type of analytic ability is only contained in analytics data tools that cost several thousand dollars alone. However, even in the
standalone toolsets, there is no data integration built into the digital forensics equation. Those tools require the data to be exported
first, which is a very time consuming job requiring immense amounts of storage, data extraction elapsed time - as well as import time,
before they can achieve solutions anywhere close to the integration shown in the next 3 screens.
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The following screen shows a capability that has never existed in digital forensics at any level, in any tool, or in any organization.
Without explanation, it is easy to miss the utter complexity, unparalleled uniqueness, and intrinsic value in the capability.

Computer forensics at any level, criminal, civil, regulatory or intelligence operations all have to handle one thing they simply have no
tools to deal with. They all have the same exact demand for this capability, yet none would invest in the technology to solve the
issue. The issue is external nefarious command and control over computer processes on any machine, anywhere, at any time and
without recourse by almost any user. The missing link in the forensics chain is also it's weakest link : Virus contaminants!



Most people — except members of the defense bar — would be pressed to believe that issue. After all, most people presume the
government prosecutors would willingly protect a defendant’s rights. They would presume any doubt as to culpability would be a
digital fact that the government or civil litigants would not fail to raise as defenses in either civil or criminal cases.

Yet such capability does not exist in any tool but this one. A forensics tool works not with computers, but data images of computers
already made by other processes. Through the investigator, the tools examine the systems at a different level than that of a normal

user, in order to determine the inculpatory, or important data or evidence contained within that system substitute. This is the point
of the “broken link” hinge pin of digital forensics.

So why is something of such importance missing from tools at the commercial level? The issue is that none of the other two tools
have a method to integrate the scanning of files within an image container, without first removing the files from the image itself and
placing them on a disk, hence the conundrum. If they remove it by copying it from inside an image into the host filesystem, they
immediately fall victim to any AV software externally running on the host forensics machine. This is not the only issue. The other
issue is that very complete AV software is expensive, and was not designed with computer forensics in mind. It was designed for
interception and identification of Viruses, Trojans and other malware to be “found” in a mode and form which the AV software could
understand. This is not the case with computer images of other systems. Therefore, the processing by outside or external tools is
immensely time consuming and expensive.

In the current tool below, you will see the simple interface presentation of the identification of virus contaminants within an image
container. The red bug icon represents the presence of a virus or malware in that particular object file.

Why is the issue so important otherwise? In order to examine data from computer systems, invariably, the examiner needs different
sets of reviewers to further decide the implications of what is found. This could be legal professionals, the courts, or even a witness.
In others, to get the data into a container and then move the container in an encrypted form out to reviewers, it was necessary that
viruses COULD NOT - MUST NOT contaminate the recipients system, just during the review process. This is accomplished, in the only
method existing for any digital tool, by the elimination of the contaminants at first light, while still in the image, before they can be
transferred to any other system. The release in the wild of just one email virus, during the examination of a criminal case that is
centered on the virus to begin with, would collapse the entire case and could result in civil liabilities of unknown proportions.

The conviction of an innocent person has no intrinsic value of dollars in the legal system of any country. It far exceeds the value of
money and goes to the heart of what is both good and bad about investigative processes that fail to adequately protect the rights of
the accused.
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The fifth item unique to this tool is the distinguishing ability to time like computer system events into real understandable human
terms. The processes that are exposed by the detail options below are unique to this tool and easily understood by lay people, and
the presentation itself encompasses the ability to integrate any set of fact data in a timeline form across the image data source

system being investigated.



FileSystem Event Analysis

Selected | |7 | 5
S Alltems a Event Analysis
we Folder v -! i
ol : ¢ [T Created
i 10 4 [T Last Accessed
i B Last Modified
100 [ E-mail
2]
9
80 -
4l 8
i 5 70
il >
3| W
i € 3
; I3 60
i@
i3 s Created - Jan,2008
t u%_, SHIFT-Heft mouse - Zoom in, ALT+eft mouse - Zoom out.
40 -
30
20
10 -
i %
t T T T
o ol ' o ® o e® o
g o ot ol o ™ e et ey
) ——— "> | f Year 2000 to 2008 - 330 event(s) found
Analysis Options -
Start Year 2000 b  ¥IShow File Creation Events  |v] Show File Whrite Events | _] Show Events Below |Nature Colors [©]
End Year 2008 @ |v| Show File Access Events  |v] Show E-Mail Events EXt2FS Deleted a' L ii é é ; J




